NHOOPMAILIMOHHAA [TAMATKA
JUI OBYHAIOUINXCA IS PASMEINEHNA HA OOUITNAJIBHBIX
MHTEPHET-PECYPCAX

C KaxIpIM TOAOM MOJIOACKU B MHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIbHUKA OJIHM W3 CaMbIX aKTUBHBIX MOJb30oBaTesnell PyHera. Mexnay TeM,
IOMHMMO OI'POMHOI'0 KOJIMYECTBA BO3MOXKHOCTEM, MHTEPHET HECET U MPOOJIEMBIL. DTa
mamsTKa  JOJDKHa ~ MoMoub  Tebe  Oe30MmacHO  HAaXOAUThCA B CETH.
KoMmnbroTepHbie BUPYChI
KoMIbroTEpHBIE BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SBISIETCSI CIOCOOHOCTH K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUUTOKUTh
BCe (pailsibl U JaHHBIE, IOJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIEpaIIOHHYIO CUCTEMY cO BceMM (haiimamu B 1iesioM. B OosIbIIMHCTBE CiydaeB
pacpoCTpaHsAIOTCS BUPYChI Yepe3 MHTEPHET. MeTobl 3aluThl OT BPEJOHOCHBIX
Iporpamm:

1. HMcnonp3yli COBpEMEHHBIE OIIEpPAllMOHHBIE CHCTEMBI, HMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. IloctosHHO ycraHaBinuBail mauth (UUGpPOBBIE  3alIaTKH, KOTOpPBIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPaOOTKHA MPOrpamMMbl) U APYrue
OOHOBJIEHUS CBOEH OnepalmoHHON cucTeMbl. CkaunBai X TOJIBKO C O(ULIUATILHOTO
caiita pazpadbotunka OC. Eciu cyliecTByeT pexxuM aBTOMaTHUYE€CKOTO OOHOBJICHUS,
BKJIIOYH €T0;

3. PabGoraii Ha cBOoeM KOMIIbIOTEpPE TIOJ TMpaBaMH IOJIb30BATENs, a He
aMUHHUCTpATOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yili  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOIYKTBI ~ W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKMUM OOHOBJICHHEM 0as3;

5. Orpannyb (PU3UYECKUN AOCTYNl K KOMIBIOTEPY MAJIi MOCTOPOHHMUX JIHII;
6. Mcnonp3yil BHEIIHWE HOCUTEIM HH(OpMAIMM, Takue Kak (Quienika, AUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaili KOMIIBIOTEpHBIC (DAIbI, TIOJYYCHHBIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailnbl, KOTOpbIe MpHCIal TBOM 3HAKOMbIHN. Jlyunie yTounu
y Hero, otnpasisut au oH Tedbe ux. Cetu WI-FI Wi-Fi - sto He B nepenaun
JIAHHBIX, HE TEXHOJIOTHS, a BCero Jullb OpeHa, Mapka. Eme B 1991 ronmy
HUJepiaHACKas KoMmaHusi 3apeructpupoBaia Oopenn "WECA", uyro o6o03Havano
cinoBocoueranue "Wireless Fidelity", koTopblii mepeBoauTcsi Kak "OGecnpoBogHas
TouHoCTh". /{0 Halero BpeMeHu aouuia apyras abOpeBuaTypa, KoTopas sBIsSeTCs
TaKoM e TexHoJoruen. Ito abbpeBuarypa "Wi-Fi". Takoe HazBanue ObLIO JaHO €
HAMEKOM Ha CTaHAapT BhIciIel 3BykoBoi TexHuku Hi-Fi, 4to B mepeBoae o3Havaer
"Bbicokast TouHOCTh". [la, OecrmyaTHBII HHTEPHET-IOCTYH B Kade, OTensIX |
a’ponopTax SBISETCS OTIUYHOW BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. HO MHOrMe
HKCIEPTHI CYUTAIOT, yTO 0OmmenoctynHsie Wi-Fi cetu He ABIsAt0TCS 0€30MaCHBIMU.
CoBerbl 10 0e3omacHOCTH PpadoThl B 00IIeTOCTYNmHBIX ceTax Wi-fi:



1. He mepenagaii cBoro nuuHyto nHpopmanuio yepe3 odmenoctynusie Wi-Fi cern.
Paborass B HUX, JK€JIaTEeJbHO HE BBOJIUTH IApOJIM JOCTYIA, JIOTUHBI U KaKWe-TO
HOMeEpa;

2. Ucnonb3yii 1 OOHOBIIAM aHTUBUPYCHBIE TpOrpamMMbl U Opanamayep. Tem cambiM
Tl oOe3omacuimb ce0sf OT 3aKaukd BHpyca Ha TBOE  YCTPOICTBO;
3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun @ynkuuio "OOmuit noctyn K Qaitnam u
npunrepam". JlaHHas (QyHKUUS 3aKpblTa MO YMOJIYaHUIO, OJHAKO HEKOTOPBIE
MOJIb30BATEIM aKTUBUPYIOT €€ JUIsl y100CTBa UCIOJIb30BaHUs B paboTe miu yueoe;
4. He ucnons3yit myonuunbsiii WI-FI 115 nepenayun TMuHbIX JaHHBIX, HAPUMED AJIs
BBIXOJJa B  COLMAJNbHBIE CE€TM  WIM B DJEKTPOHHYIO  IIOYTY;
5. Mcnone3y# Tonbko 3amuiennoe coenuenue yepes HTTPS, ane HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEeHHO "https://";

6. B wmoOunmbHOM Tenedone otkiaroun ¢GyHknuoo Tlogkmouenne k  Wi-Fi
aBromatudecku'. He nmomyckaii aBTOMAaTH4YeCKOro IOJKIIFOUEHHUs YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero coriacusl.

CouuajibHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally »XH3Hb, MHOTHE JIIOAM pabOTaIOT U
KUBYT TaM IMOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAPA YEIOBEK,
YTO SIBJIAETCA OJHOW CEABMOM BCEX KUTENIEH IIaHEThl. MHOTHE OJIb30BAaTEIN HE
NOHMMAIOT, YTO HMH(OpMaLUs, pa3MEUIeHHAass UMH B COLIMAJIbHBIX CETSIX, MOKET
ObITh HalJ€HAa W HUCIOJIb30BaHA KEM YIOJHO, B TOM YHUCJIE HE 0053aTEIbHO C
OsiarumMu HamepeHussMU. OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLIMAIBHBIX CETAX:
1. Orpannyp cnucok Apy3ei. Y TeOs B APY3bsSX HE JOKHO OBbITh CIy4yalHBIX U
HE3HAKOMBIX JIFOJEH; 2. 3aluiiai CBOK YacTHYIO *W3Hb. He yka3piBail mapouu,
TeneOHbI, azapeca, naTy TBOETO POXKIEHUS U
JIPYTYIO JIMYHYI0 WH(OpMaNuio. 3JI0YMBIIUIEHHUKHM MOTYT HMCIOJIb30BaTh AK€
UH(GOPMAIIMIO O TOM, KaK Thl U TBOM POAMUTENH IJIAHUPYETE MPOBECTU KAHUKYIIbI;
3. 3amuiai cBO peryTaluio - Iep>KU €€ B YHUCTOTE U 33aBail cede BOIpoc: XOTeln
Obl Thbl, YTOOBI JApPYyrue MOJb30BATENU BUIENM, YTO Thl 3arpyxaemb? [logymai,
pexe yeMm YTO-TO OIy0JIMKOBATh, HamucaThb U 3arpy3uTh;
4. Eciiv TbI TOBOPHUIIB C JIFOJIBMH, KOTOPBIX HE 3HAECIIb, HE HCIIOJIb3YH CBOE PEATBbHOE
UMS U APYTyI0 JUYHYI0 WH(GOPMALMU: UMsI, MECTO >KUTEIbCTBA, MECTO Y4YeObl U
npoyee;

5. Uzberaii pasmemienust ¢dororpaduit B MHTEepHeTe, Tlie Thl H300paKEH Ha
MECTHOCTH, 10 KOTOPOX MOKHO

6. Ilpu perucrtpauuu B COIMAJIBHONW CETU HEOOXOJMMO HCIOJb30BaTh CIOKHbBIE
napoji, cocrosiue u3 OykB M IUdp M C KOJUYECTBOM 3HAKOB HE MeHee §;
7. dns conumanbHOW CETH, MOYTHI U APYTUX CAUTOB HEOOXOJUMO HCIOJIb30BATh
passble napoiin. Torna ecinu Te0s B3JI0OMAIOT, TO 3J10YMBIILIEHHUKH TOJIy4aT IOCTY
TOJIBKO K OJHOMY MeECTy, a HE BO BCE Cpa3y. OJEKTPOHHBIE JECHBIU
OJEeKTPOHHBIE JIEHBI'M - 3TO OYEeHb YIOOHBIM CIMOCOO TUIaTeXeHl, OJIHAKO
CYLIECTBYIOT  MOILIEHHHUKH, KOTOpPBIE  XOTAT  THOJYyYUTb 3TH  JICHBIU.
DONEeKTPOHHBIE JIEHbIM MOSBUIMCHh COBCEM HEAABHO M HMMEHHO H3-3a 3TOTO BO
MHOTHX TrOCyJapcTBax [0 CHUX IOp HE IMpONHCaHO MpPO HUX B 3aKOHAX.
B Poccun xe oHM (QYHKIMOHHMPYIOT U O HUX YXK€ MPOMUCAHO B 3aKOHE, INe MX



pa3nessAoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. PazHuma B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOJIUTH ornepanuu 0e3
uJeHTU(GUKAIINY TT0JIb30BATENs], @ B HCAHOHUMHBIX WICHTU(UKAIIUS MT0TIH30BATENS
ABIIIETCS 00s13aTeIbHOM. TakKe clielyeT pa3andarh AIEKTPOHHbIE (PUaTHBIC ICHBIU
(paBHBI TOCYIAapCTBEHHBIM BAJIOTaM) M JJICKTPOHHbIE HEe(pUATHBIC ICHBIM (HE
PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 0€e30NacHO padoTe ¢ JIEKTPOHHBIMH IeHbIAMU:

1. TlpuBsoku K cueTy MOOWIBHBIN TenedoH. DTo camblii yAOOHBIA M OBICTPHIN
crioco0 BOCCTAaHOBUTH JOCTYH K cyeTy. llpuBsizaHHBINA TenePOH MOMOXKET, €CIU
3a0yJenip CBOM IUIATEXXHBIM Mapoib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yii oqHOpa3oBbie apoiu. [locne nepexo/ia Ha yCHIEHHYIO aBTOPHU3ALUIO
Tebe yke He OyIeT yrpokarb OINACHOCTh KPaKW WJIM IepexBaTa IUIaTeKHOIO
11apoJIs;

3. BriGepu cnoxxHblil napons. [lpectynHukam OyaeT He IPOCTO yraiaTh CIOKHBIM
naposs. HajexxHsle naposy - 3TO Mapoiv, KOTOPHIE COJEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B ceost CTPOYHBIE 51 IIPOIMCHBIE OYKBBI,
U pbl 1 HECKOJIBKO CUMBOJIOB, TAKUE KAaK 3HAK J0JUIapa, GyHTa, BOCKIUIATEIbHbIN
3Hak u T.11. Hampumep, $tRONg!;;

4. He BBOOM CBOM JM4YHBIC [AaHHBIE Ha CaWTaX, KOTOPBIM HE JOBEPSCIIb.
JJIEKTPOHHAA MOYTA

OJIEKTpOHHAsI MOYTa - 3TO TEXHOJOTHUS WU NPENOCTABISEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJTYYEHUIO 3JIEKTPOHHBIX COOOLIEHUH, KOTOPbIE pACTIPEAEIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIIEKTPOHHBIM TMOYTOBBIA SIIUK BBITJISIUAT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeNsi(@umMs_omeHa. Takxe Kpome nepeaadu
IIPOCTOTO TEKCTa, UMEETCS BO3MOKHOCTb nepeaaBarh (aiibl.
OcHOBHBIE COBETHI 1O ©Oe3omacHOW paboTe C  DJICKTPOHHOW  MOYTOM:
1. Hago BeIOpaTh MpaBWIbHBIN MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIIaTHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JIydlle JOBEPATh TEM, KOTO
3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBaii B JNWYHOW mouTe JUYHyI0 uHMopmarmio. Hampumep, myurie
BbIOpaTh  "My3blKanbHBIN (aHat@" wim  "pok2013" Bmecto  "temal3";
3. Mcnonp3yil OBYX3TAaHYI aBTOPHU3ALMIO. DTO KOTJa IMOMUMO IapoJisi HYXKHO
BBOAUTH KOJ, MPUChUIaeMbIid 0 SMS;

4. BoiOepu ClI0XKHBIN Maposib. sl KaKI0ro MOYTOBOTO SAIIUKA JTOJKEH ObITH CBOM
HAJICKHbIN, YCTOMYHUBBIN K

5. Ecny ecTh BO3MOXXHOCTB HAIIMCATh CAMOMY CBOM JINYHBIN BOIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBbIid 1711 4aCTHOM NMEPENUCKH C
ajapecataMH, KOTOPBIM Tbl JOBEpSEIIb. JTO 3JIEKTPOHHBIM aJapec HE Haao
WCII0JIb30BaTh npu perucrpanuu Ha dopymax u CauTax;
7. He oTkpbIBail paiisiel U Ipyrue BIOKEHUS B MMCbMax, JaXKe €CIIU OHU MPUIILTU OT
TBOMX JApy3ed. Jlydie yTOYHHM y HHX, OTHOPABISIM JIM OHU Tebe 3Tu (ailibl;
8. Ilociie okoHYaHMs padOTHI HA MMOYTOBOM CEPBHUCE MEPEN 3aKPHITHEM BKJIAJIKH C
caiftoMm He 3a0yab HaxkaTh Ha "Beritu".



Ku0epOy/sIMHI WM BUPTYaJbHOE U3/1€BaTeIbCTBO

KubepOymumMHr - mpeciieloBaHUE COOOIECHUSIMH, COJEPKAIIUMH OCKOPOJIEHUS,
arpecculo, 3aryruBaHue; XyJIUraHCTBO; COIIMaIbHOE OOMKOTUPOBAHKE C TTOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB. OCHOBHBIE COBETHI 110 OOPHOE ¢ KHOEPOYIITUHTOM:
1. He 6pocaiics B 60ii. JIyumuii crioco0: MocoBeTOBaThCA Kak ce0s BECTH U, €CIIU
HET TOr0, K KOMY MOXHO OOpaTUThCs, TO BHaYajle YCIOKOUThCs. Eciii Thl HauHelb
OTBEYaTh OCKOPOJICHUSIMU HA OCKOPOJIEHUS, TO TOJIBKO €Ile OOJIbIIe Pa30XKellh
KOH(JIUKT;

2. Ynpapnsii cBoel kuOepperyTauuei;

3. AHOHUMHOCTD B ceTd MHMMas. CyIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUraHCKHUI 00pa3 BUPTyaJIbHOM XU3HU. IHTEpHET (hukcupyer
BCE TBOM JICUCTBHS M COXPAHAET UX. Y JAIUTh UX OyAET KpalHe 3aTpyIHUTEIbHO;
5.Cobumonnait CBOIO BUPTYAJIbHYIO 4eCTh CMOJIOAY;
6. UrHopupyil eauHuyHblid HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHMUS
Jdyd4ile UrHopupoBaTh. OOBIYHO arpeccusi MpeKpallaeTcss Ha HadajabHOW CTa/luu;
7. ban arpeccopa. B mporpammax oOMEHa MTIHOBEHHBIMH COOOIICHHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTb OJIOKUPOBKM OTIPABKH COOOLIEHUH C
OIIPEEICHHBIX aZpecoB;
8. Ecnu 1Bl cBuaerenb kuOepOysuinHra. TBOM NEHCTBUS: BBICTYIUTh NPOTHUB
npeciieoBaTeNsl, MoKa3aTb €My, YTO €ro ACHCTBUS OIEHUBAIOTCS HEraTUBHO,
nojaJepXarb  JKEpTBY,  KOTOpPOH  Hy)XHa  TICHXOJOTHYECKass  IMOMOLIb,
COOOIIUTH  B3pOCIBIM O  (akTe arpecCMBHOrO  TMOBEJACHUS B  CETH.
MooOuiabHbId TesaedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJHE B3POCIbIN
(GyHKUHMOHAJ, W Temepb OHM MOTYT KOHKYpPHpPOBaThb CO CTal[MOHAPHBIMHU
KomnpioTepamu. OpHako, CpEICTB 3alUTHl [ MOJOOHBIX  YCTPOMCTB
II0OKa 04YE€Hb Majo. TeCTUpOBaHUE U MTOMCK YS3BUMOCTEN B HUX IIPOUCXOIUT HE TAK
WHTeHCHBHO, Kak misa IIK, To ke camoe KacaeTcs U MOOWMIIBHBIX MPUIIOKEHUH.
CoBpeMmeHHble MOOWJIbHBIE Opay3epbl YK€ MNPaKTUYECKH JIOTHAJIM HAaCTOJIbHbIE
aHAJIOTH, OJHAKO pacHupeHue (yHKIHMOHAJIA BIIEYET 3a CO00M OOJBIIYIO

CJIOKHOCTD u MEHBIITY IO 3aIUIIEHHOCTb.
Jlaneko He Bce TMPOU3BOJUTENHM BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAOIINE
KPUTHYCCKUC YSI3BUMOCTH TUTST CBOUX YCTPOWCTB.
OcHOBHBIE COBETHI TUTSt 0e30macHOCTH MOOHUJILHOTO tenedona:

Huuero He siBisieTcst mo-HacTosiemMy OecriaTHbIM. Byib ocTOposkeH, BeAb Koraa
Tebe mpeuiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBITb CKPBIThI KaKHE-TO
aTHele yeayru; Jymai, npexae uem otnpaButb SMS, ¢hoTo win Buaeo. Thl TOUHO
3HaEUlb, rae OHU OoynyT B KOHEYHOM
utore? Heobxomumo OOHOBISATH OMEPAIMOHHYIO CHUCTEMY TBOETO CMapT(hOHA;
Hcnonp3yil ~ aHTUBUPYCHBIE  MpPOTpamMMbl I  MOOWJIBHBIX  TEIE€(OHOB;
He 3arpyxail mnpuinoXeHuss OT HEU3BECTHOIO HCTOYHHKA, BEAb OHHU MOTYT
COZIEPKATh BpPEIOHOCHOE IIPOTPaMMHOE o0ecrieueHue;
[Tocne TOro Kax ThI BBIICIIB C CaiTa, T/Ie BBOAMII JIUUHYIO HH(POPMAIUIO, 321 B
HACTpOWKH Opay3epa u ymanu cookies; [lepuoamuecku nmpoBepsiii, Kakue TIaTHbIC



yCIyTd aKTUBHUPOBAaHBI Ha TBoeM Homepe; JlaBail cBOil HOMEp MOOUIBHOTO
TeneoHa TONBKO JIIOASM, KOTOPBIX Thl 3Haellb U KOMY JIOBEpsEIlb;
Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAa Thl UM HE MoJib3yellbes. He 3a0biBaii
WHOT /1 IIPOBEPATH ITO.

Online urpsi.

CoBpeMEeHHbIE OHJIAWH-UIPBI - 3TO KPaCOYHbIC, 3aXBaThIBAIOLIME DPAa3BICUCHUS,
00BEIUHAIOIINE COTHU THICSY YEJIOBEK IO BceMy MUpY. UIrpoku rccneayoT JaHHbIN
UM MUp, o0mIaroTCs Ipyr C JIPYTOM, BBINIOJIHSIOT
3aJlaHus, CPaXKaloTCid ¢ MOHCTPAaMHU M TMOJYYarOT ONBIT. 3a YAOBOJbCTBHE OHU
IUIATST: MOKYMAT JUCK, OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETar0T KAKUE-TO
onuuu. Bee 3TH cpenicTBa MAYT HA OIEPKAHUE U PA3BUTHE UTPHI, & TAK)KE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (Hu@poBbIe 3aMIATKH ISl TPOTPAMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOUT omacarbcs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kd TBOET0 NapoJist, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3aLMU OOJIBIINHCTBA
urp. OcHOBHbIE COBETHl 10 ©€30MaCHOCTH TBOErO0 HWIPOBOTO AaKKAayHTa:
1. Ecau npyroif urpok BefeT ceOs IUIOXO0 WM COo37aeT TeOe HENPHUSATHOCTH,
3a0J10KUpyH ero B CIIMCKE UTPOKOB;
2. Iloxamyiics agMUHUCTpaTOpaM HIPbl HA IUIOXO€ IOBEACHUE ITOTO HUIPOKA,
JKENATeIbHO  NPWIOXKUTh  KakWe-TO  JIOKAa3aTeabCTBA B  BHUJE  CKPUHOB;
3. He yxa3bIBail TnuHy0 HHGOpPMALIHMIO B IpO(daiiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuiuanbHble aTYM U MOJIbI;

6.Ucnonb3yit CJI0KHBIE 17} pasHble IIapoJI;
7. Jdaxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Tl Urpaenib, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh. @OUIIMHT WM Kpaka JUYHBIX JaHHBIX
OObIYHOM Kpakeil JIeHer M JIOKYMEHTOB CETOJIHSl y>K€ HMKOTO HE YAMBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOIMH 3JI0YMBILUICHHUKN IIEPEMECTUIINCH B NHTEPHET,

u MPOJIOJIKAKOT 3aHUMAaTbCS "1r0O0MMBIM"
nenoMm. Tak mosiBUIIach HOBask yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIITHHT,
rjIaBHas LEITb KOTOPOTO COCTOUT B

MOJIYYCHUHN KOH(PUACHITUATBHBIX TAHHBIX MOJIh30BaTeNeH - TOTUHOB U maposeil. Ha
aHTIIMHCKOM si3bike phishing unraercst kak ¢umunr (ot fishing - peiOHas 0B,
password - maponb). OCHOBHBIE COBETBI 1O ©OOppOe ¢  (DUITUHTOM:
1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl mojo3peBaelib, 4TO TBOsI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKUPOBATH €€ U COOOLIUTh aJIMUHUCTpATOpaM
pecypca 00 3TOM KaK MOKHO CKOpee;
2. Wcnonw3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, WHTEPHET-MAra3uHoB U
MTOMCKOBBIX CUCTEM;

3. Vcnone3yi#t croskHbIe U pa3Hble mapoiu. Takum oOpa3oM, eciau Te0st B3JIOMAIOT,
TO 3JI0YMBINIIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(HITIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B370Manu, TO HEOOXOAUMO TPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE J00aBJIEHbI y T€0s B APY3bSAX, O TOM, YTO TEOS B3IIOMAIIU U, BO3MOXHO, OT
TBOETO WMEHH OYJEeT pacChUIaThCs CMaM M CCHUIKM Ha (UITMHTOBBIE CAMTHI;



5. VYcranoBu Hagexubli mapons (PIN) Ha  MoOumbpHBIA — TenedoH;
6. Otxiroun COXpaHECHHUE apoJIs B Opaysepe;
7. He oTkpbIBaii ¢haiiiibl U Ipyrue BIOXKEHUS B TUChMAX, JIaXe €CIIM OHU MPUIILTU OT
TBOUX Jpy3ed. Jlyuiie yTOYHM y HMX, OTNPABISIM JIM OHU TebOe ATH (aiibl.
Mudposas penyramus

[MudpoBas pernyrarusi - 3T0 HEraTUBHAs WX MO3UTHBHAS UH(QOpMAIUi B CETU O
tebe. Kommpomerupyromas uHbopmaius, pa3MelieHHass B HHTEPHETE, MOXKET
CEepPbE3HBIM obpazom OTPa3UThCA Ha TBOEH peabHOI KU3HMU.
"Hudposass penmyramus" - 3TO TBOW HMHIK, KOTOPBIH QopMHUpYETCS U3
uHpopMaluu o Tebe B HHTEpHETE. TBOE MECTO JKUTENbCTBA, Yy4eObl, TBOE
¢uHaHCOBOE  MOJNOXKEHHE, OCOOCHHOCTH  XapakTepa M  paccka3bl O
OJIN3KUX - BCE 3TO HAKAIUIMBAETCS B CETH. MHOIrME MOJAPOCTKH JIETKOMBICIEHHO
OTHOCATCA K myOnukauum JuyHOM  uwH(popmanuu B  MHTepHere, He
IIOHMMas1 BO3MOKHBIX ITOCIEACTBUM. ThI Jake HE CMOXKEIIb A0TaAaThCsl O TOM, YTO
¢dotorpadus, pasmellieHHas S JIeT Ha3al, cTala MPUYUHOM OTKa3a NPUHATH TeOs Ha
paboty. Kommenrapuu, pa3menienue TBOMX Gpororpaduii u 1pyrue AeMcTBUs MOTYT
HE MCYE3HYTh JJAXKE I0CIIE TOr0, KaK Thl X YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty  uHpOpMalui0, Tomaja JU OHA B  IIOMCKOBBIE  CHCTEMBl |
COXpaHWJIach JU OHA, a TJABHOE: YTO MOJyMAaroT O TeOe OKpY’Karolue JIIOIH,
KOTOpBIE HaWayT 51 YBUIAT 3TO. Haittu
MH(OPMAIINIO MHOTO JIET CITYCTSI CMOKET JIF000M - KakK U3 JOOPBIX MOOYXKIECHUM, TaK
U C HaMEpPEeHUEM NPUYUHHUTH Bped. OTO MOXKET ObITh KTO YrOAHO.
OcHOBHBIE COBETHI 10 3auuTe U dpoBoit pelyTanuu:
1. Tloxymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U TiepeaBath y ce0s B OJIore Win B
coLlMaJIbHOM ceTH; 2. B HacTpoiikax npo¢uist yCTaHOBU OTpaHUYEHUS HA TPOCMOTP
TBOETO MNpOodUIs U €ro COJAEPNKUMOro, cienail ero Toibko "Iis napyseu";
3. He pa3memaii u He yka3bpiBail uHGOpMAaIMIO, KOTOpass MOXKET KOro-indo

OCKOpOJIATH W OOMXKaTh. ABTOpCKOE paBo
CoBpeMeHHbIE MIKOJILHUKHU - aKTUBHBIC MOJIH30BATENIU IIU(POBOTrO MPOCTPAHCTBRA.
Opnnako JaJIEKO HE BCE

3HAIOT, YTO TOJH30BAaHUE MHOTHMHU BO3MOKHOCTSAMH IIM(PPOBOTO Mupa Tpedyer
cOOJTIOICHUS TTPaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalIbHAsI COOCTBEHHOCTH'" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha OPOAYKTHI U yCIIyTH, u 3aKaHYNBas
KHUTaMH, GoTorpadusiMi, KHHODUIBMAMH U MY3BIKAIBHBIMU TPOU3BEICHUSIMHU.
ABTOpcKHMe TMpaBa - 3TO IpaBa Ha HHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOM3BENICHUSI HAYKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B
KauecTBe TapaHTUU  TOr0, YTO  HWHTEJUIEKTYaJbHBII/TBOPUECKUN  TPY.
aBTOpa He OyJEeT HallpacHbIM, JaCT €My CIIPaBEUIMBbIE BO3MOXKHOCTU 3apaboTaTh
Ha pe3yJbTaTax CBOEr0 TPYJa, MOJYYUTh U3BECTHOCTh M Npu3HaHue. Hukrto 6e3
paspeuieHus aBTOpa HE MOXKET BOCHPOU3BOJIUTH ero
POU3BENIEHUE, PACHpPOCTPAHATh, MyOJUYHO JIEMOHCTPUPOBATH, IPOJABATH,
UMIIOPTUPOBATH, ITyCKATh B IPOKAT, MyOJIMYHO UCTIOIHATh, TOKA3bIBATH/UCIIOIHATh



B d¢upe wim pasmemiatb B Hutepuere. Icmonp3zoBanue "muparckoro"
IPOrPaMMHOTO OOECTICUYEeHUsI MOXKET NMPUBECTH K MHOTHM PHCKaM: OT TOTEpH
JAHHBIX K TBOMM aKKayHTaM J10 OJIOKHMPOBKHU TBOETO YCTPOMCTBA, IJI€ YCTAaHOBIICHA
HeJeranbHas nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaIbHBIC
u  OecriaTHble  TPOrpaMMbI,  KOTOpble  MOXHO  HaWTH B CETH.
O moprtasie CereBHUOK.pd - TBOW TJIABHBI COBETUYMK B CETH. 3/1€Ch ThI MOJXKEIIb
y3HaTh O OC30MaCHOCTH B CETH IOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a TIpU
BO3HUKHOBEHHWU KPUTHUECKOW CHUTyallud OOpaTHTBhCS 3a COBETOM. A Takxke
IPUHATH yY4acTUE B KOHKYpPCaX U CTaTh CAMBIM IU(PPOBBIM IPaKIaHHHOM !



